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ABSTRACT 
This study delved into wireless sensor networks, comprising numerous nodes with 
limited energy, computation, and transmission capabilities. Wireless sensor 
networks face security challenges due to their vulnerability to capture and 
compromise in insecure environments. Malicious nodes exploit communication's 
wireless nature, engaging in sinkhole and wormhole attacks. To address this, we 
propose a genetic strategy utilising a trust-based formula as a fitness function to 
evaluate sensor node reliability. Nodes progressing beyond a trust threshold 
criterion are identified, isolating malicious nodes responsible for attacks. 
Implemented in MATLAB 2018a, our approach effectively identifies and isolates 
such nodes, as demonstrated by the results. 

 
Keywords: Genetic algorithm, Trust model, Sinkhole node, Wormhole node. 

 
INTRODUCTION 

Wireless sensor technology serves diverse purposes, from military surveillance and 
environmental monitoring (e.g., fire detection) to healthcare applications like heart condition 
monitoring [1]. Often deployed in open and challenging environments, many wireless sensor 
networks (WSNs) operate in unmonitored conditions [2]. Most WSN routing protocols neglect 
security, given sensors' limited resources like low processing power, restricted memory, and 
constrained communication range. This vulnerability exposes them to internal and external 
routing attacks [3], [4]. 
 
External attacks come from outside nodes disrupting the network, while internal attacks 
involve insiders with valid identities causing disruption [5]. In cybersecurity, internal attacks, 
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like sinkhole and wormhole attacks in WSNs, are challenging to manage and defend against, 
posing serious threats and potential network disruption [6], [7]. A sinkhole attack manipulates 
the routing algorithm to divert traffic through a compromised node, tricking victim nodes into 
thinking it's the shortest path to the base station [8]. The malicious node, now between the base 
station and sensor node, can tamper with or drop packets. In a wormhole attack, multiple 
hostile nodes collaborate to disrupt routing without needing a cryptographic breach. A high-
speed tunnel connects malicious nodes, allowing intercepted traffic in one location to be 
replayed by another node elsewhere [9], [10]. 
 
Adversaries can seize control of a wireless sensor network by launching combined sinkhole and 
wormhole attacks. Existing research addresses these threats individually, utilizing 
cryptographic, rule-based, probability-based, neighbour discovery, hop count, weight-based, 
and path selection methods. However, integrated solutions are essential to safeguarding the 
reliability and longevity of wireless sensor networks. Traditional methods fall short in 
identifying sinkhole and wormhole attack nodes in combined attacks. Exploring alternative 
techniques is crucial for effective detection and isolation of WSNs. 
 
This study presents a genetic and trust-based approach to detecting combined sinkhole and 
wormhole attack nodes in WSNs, offering a robust solution to the challenge. 
 

RELATED WORKS 
This section thoroughly reviews the literature on methods in wireless sensor networks, 
including rule-based, trust-based, probability-based and cryptographic techniques. It also 
covers the types of attacks these methods aim to identify and prevent. 
 
Cryptographic Based Works 
[11] propose HKP HD, a hybrid key predistribution scheme for wireless sensor networks, 
bolstering resistance to node capture attacks. The scheme combines q-composite and 
threshold-resistant polynomial schemes to reduce key compromise probability and 
communication overhead. Strengths include considering adversary behaviour and using 
unbalanced key predistribution for reduced storage overhead. Vulnerabilities arise from 
assumptions about an intelligent adversary, posing scalability and energy consumption 
challenges. Research gaps include the need for real-world evaluation, optimal value 
determination, and solutions for isolating vulnerable nodes and reducing energy consumption. 
[12] introduce a lightweight and energy-efficient methodology for secure sinkhole detection in 
wireless sensor networks, using homomorphic encryption and watermarking techniques. The 
approach excels in terms of delay, packet delivery ratio, throughput, and energy consumption. 
However, it solely addresses sinkhole attacks, leaving a gap in real-world experimentation 
validation and scalability assessment for large-scale networks. Additional measures are 
therefore required for overall network security against various attacks. 
 
Rule-Based Works 
[13] introduced the Warning Message Counter (WMC) to detect packet-dropping attacks in 
wireless sensor networks using network-layer acknowledgements. While effective against 
various attacks, WMC exclusively focuses on packet-dropping incidents, lacks evaluation in 
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large-scale networks, and offers no specifics on extending the algorithm for cooperative attack 
detection. 
 
Probability-Based Works  
[14] suggest a technique that uses an artificial neural network to detect wormhole attacks in 
wireless sensor networks based on connectivity information between any two sensor nodes. 
The proposed technique is implemented under different probability distributions and does not 
require additional hardware resources. Its strength is achieving high detection accuracy for 
WSN configurations of 100-500 nodes. However, its weakness is relying solely on connectivity 
information and not evaluating performance for larger WSNs or sophisticated attacks. [15] 
introduced a distributed adaptive algorithm using subjective logic and a probabilistic extension 
of timed automata to detect sinkhole attacks in WSNs. The algorithm adjusts probabilities in 
the AODVv2-12 routing protocol, prioritizing reliable nodes. It effectively prevents sinkhole 
attacks, is resilient to malicious nodes, and adapts to environmental changes. However, it incurs 
additional overhead and exclusively addresses sinkhole attacks, overlooking other potential 
threats to Wireless sensor networks. [16] suggests a novel approach for detecting wormhole 
attacks in wireless sensor networks. The approach uses only the network’s connectivity 
information and does not require any special hardware or prior knowledge of the network. The 
proposed algorithm is simple, efficient, and effective and is designed to run in a distributed 
manner with low communication costs. The main strength of the paper is the simplicity and 
efficiency of the proposed approach. However, the paper lacks a comparison with other existing 
approaches for detecting wormhole attacks, which limits its evaluation and applicability in 
different scenarios. The research gap in the paper is the need for future research to compare 
the proposed approach with other methods and identify potential limitations or weaknesses to 
improve its applicability in real-world applications. 
 
Trust-Base Works 
 [17] present TBSEER, a Trust-Based Energy Efficient Secure Routing protocol for Wireless 
Sensor Networks, effective against Wormhole attacks. Simulations using TRMSim-WSN show 
TBSEER outperforming other models in energy consumption, path length, and accuracy. 
Despite its dynamic adaptability and minimal sensor resource burden, the protocol's evaluation 
is limited to a specific simulation environment, necessitating broader assessments in diverse 
network conditions. Furthermore, its impact on WSNs' latency and throughput remains 
unexplored, requiring further investigation. [18] present a novel sinkhole attack detection 
method for hierarchical wireless sensor networks. The scheme, dividing the network into 
clusters with high-end sensor nodes, achieves a 95% detection rate and a 1.25% false positive 
rate, surpassing previous approaches. The algorithm minimizes message exchanges, reducing 
communication costs, and is well-suited for resource-constrained sensor nodes in critical 
applications such as military deployments. [19] present a trust-based method for detecting and 
isolating malicious nodes in a sensor network to prevent sinkhole and wormhole attacks. The 
approach deviates from traditional cryptography-based solutions and uses trust levels to 
influence routing decisions. The methodology is practical and suitable for rapidly deployed 
networks without imposing any prerequisites on the network establishment and operation 
phase. However, the methodology assumes that nodes will always act altruistically, and the 
trust levels may be manipulated by malicious nodes, compromising its effectiveness. The paper 
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does not consider the impact of the scheme on network performance and scalability for larger 
and more complex sensor networks. Further research is needed to evaluate the applicability of 
the scheme in real-world scenarios. 
 
The literature reviewed reveals that [19] were the exclusive researchers delving into the 
subject of our present study, employing a trust-based methodology. Consequently, their 
methodology stands as the most sophisticated approach for identifying and countering sink and 
wormhole nodes in the context of a simultaneous sinkhole and wormhole attack on a Wireless 
Sensor Network (WSN). Our research offers a novel viewpoint on the recognition and 
mitigation of sinkhole and wormhole nodes in the face of a combined sinkhole and wormhole 
attack on a wireless sensor network, utilizing Genetic Algorithms (GA) in conjunction with a 
trust-based model. 
 

METHODOLOGY 
The proposed methodology, which combines a genetic algorithm (GA) with a trust model, 
enables the system to flexibly adjust to new threats, thereby bolstering the network’s capability 
to detect attacks. The trust model aids in evaluating the behaviour of network nodes, while the 
genetic algorithm optimises the choice of reliable nodes across multiple generations by 
ensuring that nodes that meet the trust threshold criterion of total trust value Tij (t) ≥ 0.5 are 
always selected in every generation. This optimization is accomplished by employing genetic 
operators, including selection, crossover, and mutation. Figure 1 and Figure 2 depict the data 
routing pathways within the wireless sensor network and the distinct stages of the genetic 
algorithm process involved in the selection of dependable sensor nodes within those routing 
paths, respectively. 
 

 
Figure 1: Selected nodes (chromosomes) in routing paths in a WSN 
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Figure 2: Stages of the GA process 

 
Stage 1: Chromosome Encoding 
The data routing chain is represented by a chromosome in the genetic algorithm, where genes 
denote specific configurations of Sensor Nodes (SNs). Each gene's index indicates the node's 
position, while the value provides its ID. The chromosome, an integer string of unique values 
from 1 to N, embodies an ordered sequence of nodes. After encoding, the genetic algorithm 
identifies an initial population of potential solutions by establishing feasible routes that avoid 
malicious nodes, a phase referred to as population initialization. 
 
Stage 2: Initial Population 
An initial population was formed through a basic random number generation algorithm, 
creating q chromosomes for optimization. The higher q enhances the likelihood of improved 
solutions. Chromosomes are generated with constraints on distances between consecutive 
nodes (gene values do not exceed the wireless range of communication). 
 
Stage3: Selection Scheme 
This study utilised the 'Roulette wheel selection' method for optimal selection in the proposed 
Genetic Algorithm (GA). This method ensures the inclusion of all chromosomes in the 
population, maintaining demographic diversity. Two parent chromosomes are selected based 
on fitness values and subjected to crossover and mutation in the next stage. 
 
Stage 4: Crossover 
Crossover is a key step in genetic algorithms, merging two-parent routes to create a new path 
through genetic recombination. In our implementation, we use a simple single-point crossover 
with a user-defined probability (Pcr) of 0.8. The crossover point is chosen based on the trust 
value of nodes exceeding a threshold of 0.5. Higher Pcr in early stages aids exploration, while 
lowering it later prevents trait loss, accelerating convergence. The process modifies existing 
solutions, revealing improved alternatives [20]. To assess effectiveness, we employ Equation 
3.6 [21] for average crossover performance during a generation run. 
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Stage 5: Mutation 
In the mutation process, newly formed strings undergo random alterations, fostering 
population diversity. Higher mutation probabilities lead to more new individuals, dispersing 
across the search area and reducing the proportion of fit individuals. This increased mutation 
likelihood delays algorithm convergence, impacting dominant individuals in later stages [22]. 
Mutation probability values (Pmt) typically range from 0.001 to 0.05 [21]. This study starts with 
a high Pmt of 0.05 (Table 2) and gradually reduces it for convergence. Figure 3.8 illustrates the 
mutation type. Average mutation progress for a generation with nm mutation operations is 
calculated using Equation 3.8, akin to the crossover process. 
 
Stage 6: Fitness Function 
The fitness function, utilizing the trust Equation 3.3, assesses how well a solution aligns with 
the ideal one in the Genetic Algorithm (GA) process [20], [23]. Chromosomes meeting the 
fitness test are selected as optimal routes, free from malicious nodes. These chosen 
chromosomes and their nodes advance to the next GA stage, with the fitness function explicitly 
defined as: 
 

𝑓(𝑡) = 𝜆𝐷𝑇𝑖𝑥(𝑗) + µ𝐼𝑇𝑖
𝑘(𝑗)      (1) 

 

DTix(j) =
𝑃𝑓

𝑃𝑓+𝑃𝑑
       (2) 

 

𝐼𝑇𝑖
𝑘(𝑗)  =

∑ 𝑇𝑖(𝑗)𝑥=1,2,…,𝑘

𝑘
      (3) 

 
Equation 1 defines 𝐷𝑇𝑖𝑥(𝑗) as the direct trust degree of node 𝑖 in node 𝑗, used to detect sinkholes 
and authenticate packets. Equation 2 introduces 𝑃𝑟 , 𝑃𝑓 and 𝑃𝑑  as counts of received, forwarded 

and dropped packets by node 𝑗. In Equation 3, 𝐼𝑇𝑖
𝑘(𝑗) represents node 𝑖′𝑠 average indirect trust 

gained through recommendations from neighbours denoted by 𝑘 for node 𝑗. 
 
The weight factors 𝜆  and µ  in Equation 3, where 𝜆 +  µ =  1  and 0 ≤  𝜆 ≤  1 , 0 ≤  µ ≤  1 , 
determine the influence of direct and indirect trust [24]. We assigned 0.7 to 𝜆 and 0.3 to µ, 
prioritizing the accuracy of direct interactions. This decision acknowledges the significance of 
indirect trust, especially for new nodes with limited experience in assessing neighbours' 
cooperation tendencies [25]. 
 
Node Evaluation Algorithm: 

1. Begin 
2. Check if i has any past interaction with j 
3. If yes and DTix(j) ≥ τ 
4. i and j may interact 
5. Otherwise 
6. DTix(j) < τ and no history of past interactions 
7. i check for trust recommendations from one-hop neighbours using ITik(j) 
8. If Ti j(t) > τ then 
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9. i and j may interact 
10. Otherwise 
11. ITik(j) < τ no recommendations from one-hop neighbours 
12. i check for any risk to be taken R. 
13. if there is a risk, then 
14. Assess if R ≥ 0 then interact. 
15. Otherwise 
16. Decline interaction node associated with a distrust value 
17. end. 

 

 
Figure 3: Flowchart of the genetic algorithm process 

 
Simulation Parameters 
The parameters for the genetic algorithm (GA) employed to simulate the environment and the 
parameters controlling network construction in this study are outlined in Table 1 and Table 2, 
respectively. These parameter configurations are mainly derived from the research conducted 
by [26], with slight modifications made to certain values. 
 

Table 1 - parameter values for GA 
Parameter Value 

Chromosome length 100 

Selection type Roulette wheel 

Crossover probability 0.8 

Crossover type Single point 

Mutation rate 0.05 

Number of iterations 50 
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Table 2 - Network simulation parameters 
Parameter Value 

Network size 500 x 500 

Number of nodes 100 

Number of sinkhole nodes 3 

Number of wormhole nodes 2 

Initial energy of node 100 J 

Simulation time 300 s 

Channel type Wireless 

Transmission range 200 m 

Packet type 200 bites 

 

 
Figure 4: Simulated wireless sensor field 

 
RESULTS 

This section outlines our simulation studies using a genetic algorithm (GA) to enhance the 
resilience of wireless sensor networks (WSNs) against security vulnerabilities, particularly 
sinkhole and wormhole nodes. The GA, known for optimal solutions in complex environments, 
evolved 100 nodes over 50 generations. Fitness ratings were assigned based on a trust equation 
considering direct trust (DT) and indirect trust (IT). Results, presented in tables and visuals, 
show improvements in algorithm efficacy over time. The simulation focused on detecting 
sinkhole and wormhole nodes, with direct trust emphasizing packet transmission behaviour 
(0.7 weight) over indirect trust (0.3 weight). 
 
Peak Fitness Value Across Generations 
The Genetic Algorithm (GA) began with random nodes, evolving through generations by 
selecting high-fitness nodes for reproduction, crossover, and introducing mutations. Figure 5 
shows a consistent rise in peak fitness, indicating the GA's effectiveness. It improved in 
detecting malicious nodes, with fluctuations suggesting ongoing learning. While proficient in 
identifying sinkhole and wormhole nodes, a plateau suggests potential for enhancement 
through parameter adjustments or diverse initial populations. 
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Figure 5: Fitness Progression 

 
Detection of Sinkhole and Wormhole Nodes 
Figure 6 shows varying counts of sinkhole and wormhole nodes across generations, reflecting 
the genetic algorithm's dynamic exploration in WSN security. Detection rates for both types 
increased over generations, indicating GA's success in evolving better solutions. Towards later 
generations, detection rates plateaued, suggesting convergence to optimal or near-optimal 
solutions given the parameters. 
 

 
Figure 6: detected sinkhole and wormhole nodes 

 
Performance of the GA and Data Distribution 
The evaluation of the genetic algorithm's performance involved the utilization of histograms to 
illustrate the distribution of optimal fitness values across generations. These visual aids 
segment data into bins, where each bar corresponds to the number of data points within a bin.  
 
In Figure 7, the algorithm's proficiency in consistently identifying solutions with high fitness is 
emphasized, showcasing the pattern of frequency and range in fitness scores. 
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Figure 7: Histogram showing fitness progression 

 
Distribution of Node Type Identified 
Figure 8 and Figure 9 graphically depict the prevalence of node types, showcasing the 
algorithm's consistent identification of security threats.  
 

 
Figure 8: Detected sinkhole nodes histogram 

 

 
Figure 9:  Detected wormhole nodes histogram 

 
Error Analysis 
The reliability and consistency of the simulation outcomes were evaluated by conducting an 
error analysis (refer to Figure 10) across multiple simulation iterations. The plots presented 
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showcase the mean values for each generation, with error bars representing the corresponding 
standard deviations. Specifically, in the graph labelled "Average Best Fitness over Multiple 
Runs," we depict the mean of the top fitness values for each generation across all runs. The 
accompanying error bars convey the standard deviation, offering insight into the variation in 
top fitness values across different simulation runs. 
 

 
Figure 10: Average Best Fitness over Multiple Runs 

 
The next plot (Figure 11), "Average Detected Sinkhole Nodes Over Multiple Runs," reveals the 
mean number of identified sinkhole nodes per generation. The error bars in this plot represent 
the standard deviation, showcasing the variability in the count of identified sinkhole nodes 
across disparate runs. 
 

 
Figure 11: Average Detected Sinkhole nodes over Multiple runs 

 
Similarly, the final plot (Figure 12), "Average Detected Wormhole Nodes Over Multiple Runs," 
shows the average count of identified wormhole nodes for each generation, with the standard 
deviation depicted as error bars. This offers an understanding of the range in the count of 
detected wormhole nodes across distinct runs. 
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Figure 12: Average Detected Sinkhole nodes over Multiple runs 

 
By performing this error analysis, we derive valuable conclusions about the stability and 
consistency of the simulation results when repeated multiple times. 
 
Sensitivity Analysis 
The sensitivity analysis results are depicted in the three plots. The first plot (Figure 13), titled 
"Sensitivity of Average Best Fitness," demonstrates how the average best fitness evolves when 
varying the crossover probability and mutation rate parameters. The colour represents the 
average best fitness, with lighter colours indicating higher fitness. This heat map provides an 
intuitive way to understand how these two key parameters impact the overall performance of 
the genetic algorithm. The second plot (Figure 14), "Sensitivity of Average Detected Sinkhole 
Nodes," illustrates how the average number of detected sinkhole nodes changes when adjusting 
the crossover probability and mutation rate parameters. The colour signifies the average 
number of detected sinkhole nodes, with lighter colours indicating a higher number. This 
visualization is valuable for understanding the relationship between these parameters and the 
effectiveness of the algorithm at detecting sinkhole nodes. The final plot (Figure 15), 
"Sensitivity of Average Detected Wormhole Nodes," displays the influence of varying crossover 
probability and mutation rate on the average number of detected wormhole nodes. Here again, 
lighter colours represent a higher average number of detected wormhole nodes. Through this 
sensitivity analysis, we can observe how small changes in key parameters can have a substantial 
effect on the outcome of the genetic algorithm. These insights can be useful for fine-tuning the 
parameters to achieve optimal results. 

 
Figure 13: Sensitivity analysis - Average Best Fitness 
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Figure 14: Sensitivity analysis - Average Detected Sinkhole nodes 

 

 
Figure 15: Sensitivity analysis - Average Detected Wormhole nodes 

 
CONCLUSION 

The deployment of wireless sensor networks faces numerous vulnerabilities, making them 
susceptible to various types of attacks. Among these attacks, sinkholes and wormholes are 
particularly prominent, aiming to disrupt the network's proper functioning. Detecting and 
countering such attacks nodes in wireless sensor networks pose significant challenges in the 
research field. This study presents an innovative approach that combines genetic and trust-
based methods to address the complex scenario of a combined sinkhole-wormhole attack on a 
wireless sensor network. Unlike commonly used cryptographic-based, rule-based, probability-
based, and neighbour discovery-based systems, the proposed scheme put forward by this study 
focuses on establishing trust levels among neighbouring nodes based on their packet 
forwarding and packet address modification behaviours. 
 
To achieve this, a trust equation is utilized as the fitness function of the genetic algorithm. This 
allows the genetic algorithm to search through the search space by evaluating each sensor node 
within selected chromosomes of sensor nodes to identify potential malicious sinkhole and/or 
wormhole nodes based on their trustworthiness, determined by their packet forwarding 
behaviour and packet address modification metrics. By finding optimal routes that prioritize 
more trustworthy nodes, the proposed scheme aims to reduce packet loss and improve 
throughput during node connectivity in the network. 
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The proposed scheme is especially well-suited for sensor networks requiring rapid 
deployment, as it imposes no prerequisites on network establishment and operation phases. 
Through the study's results and analysis, the efficacy of the genetic algorithm has been 
confirmed in conjunction with the trust model for detecting malicious sinkhole and wormhole 
nodes in the wireless sensor network. And the research objectives set out in this study have 
been achieved. 
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