
 

DOI: 10.14738/tnc.83.8250 
Publication Date: 12th Jul, 2020 
URL: http://dx.doi.org/10.14738/tnc.83.8250 

 

 

VOLUME 8,  NO. 3 
ISSN: 2054 -7420 
 

SOCIETY FOR SCIENCE AND EDUCATION 
UNITED KINGDOM 

TR A N S A CT I O N S  ON 
NE T WO R KS  A N D  CO M M U N I C AT I O NS 
 

TNC 
Forensics Analysis of ICMP Flooded DDoS Attack using 

WireShark 
1Thazin Tun, 2Chaw Su Htwe, 3Myint Soe Khaing, 4Yee Mon Thant, 5Khaing Khaing Wai 

1234Faculty of Computer Science, 5Faculty of Computer Systems and Technology,  
12345University of Computer Studies, Yangon; 

thazintun@ucsy.edu.mm, chawsuhtwe@ucsy.edu.mm, myintsoekhaing@ucsy.edu.mm, 
yeemonthant@ucsy.edu.mm, khaingkhaingwai@ucsy.edu.mm 

ABSTRACT   

The usage of Denial of Service (DoS) and Distributed Denial of Service (DDoS) packets by the assailant may 
change and dependent on various sorts of administrations and protocols. A flooding DDoS attack depends 
on an immense volume of assault traffic which is named as a Flooding based DDoS packet. Flooding-based 
DDoS packet endeavors to block the injured individual's system transfer speed with genuine-looking 
however undesirable IP information. Because of which Legitimate IP packets can’t arrive at the 
unfortunate casualty in view of the absence of data transfer capacity asset. Internet Control Message 
Protocol (ICMP) Flood started by sending countless ICMP packets to a remote host. Thus, the deceived 
framework's assets will be devoured by taking care of the assaulting packets, which in the long run makes 
the framework be inaccessible by different customers. In this paper, we distinguish of ICMP Flood DDoS 
packet by utilizing WireShark. 

Keywords: Denial of Service; Distributed Denial of Service; Internet Control Message Protocol FLOOD; 
PING. 

1 Introduction  
Despite the way that web and IP frameworks improve are an essential segment of our general populace, 
beginning in the moderately late past, there existed a few attacks on frameworks that can fundamentally 
affect the security of PCs and framework frameworks. The ICMP is a chief piece of the TCP/IP shows stack 
which is utilized for announcing in both mistakes and control messages [1] [2]. Framework gadget sends 
ICMP mess up messages with giving IP gatherings to hail the practiced issues. The ICMP messages are 
regularly utilized by boss for the end and affiliation errands, for example, they seek after the course to 
find courses and ping for testing the availability between two devices. Furthermore, ICMPv6 
acknowledges a focal movement in IPv6 frameworks. It performs new handiness, for example, neighbor 
revelation, and anomaly watches out for auto-configuration and substitutes other IPv4 shows (e.g., ARP 
and IGMP) [3]. Regardless of the way that the developing improvement of data progression and refined 
framework devices, frameworks structure is so far vulnerable against malevolent and abnormal clients 
that can make ICMP attack. By mishandling this deficiency, two or three ambushes against IPv4 and IPv6 
frameworks depend upon the two varieties of ICMP including the checking ambush, the redirection attack, 
the working structure fingerprinting attack and a great deal of DoS/DDoS ambushes [2] [4]. The ICMP-
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based DoS/DDoS attacks are getting one of the most security issues, especially, in IPv6 and the cream of 
the crop time of frameworks [5]. These attack, which can be effectively pushed by non-flooding or by 
flooding attack, can make genuine harm to cutting edge structures [6] [7]. The child flooding attack, for 
example, ping of death, two or three conditions of ostensibly incapacitated alliance reset, shock 
throughput-decay, and apparently prevented execution ruining [4], use ICMP messages to mishandle 
some show's weakness; one message is, by and large, enough to crash the focused on the individual being 
referred to. The flooding attack to lower the focused on the harmed individual with a colossal traffic of 
ICMP messages (e.g., ping flood, switch notice and neighbor referencing) [6]. The association of the paper 
is as segment 1 present the flooding attack. Area 2 shows related work and the writing audit are depicted 
in segment 3. In segment 4, the technique, in area 5, exploratory outcome in the framework. At long last, 
end in segment 6. 

2 Related Work 
A proactive system that can be actualized on the clients' side is Enhanced DDoS Mitigation. It comprises a 
firewall, an Intrusion Prevention System (IPS) gadget and a Reverse Proxy (RP) before the system [8]. Sites 
that have impaired ICMP parcels essentially show RTO, yet then the IP address of the sites can be get and 
the bundle size can be controlled [9]. 

Loss of system assets causes monetary misfortune, work delays and lost correspondence between 
arranging clients. Equipment based checking and sifting instruments can give an extra layer of safeguard 
against DDoS assaults [10]. The perfect time to moderate a DDoS assault is directly at the starting area by 
not enabling it to arrive at   the objective over WAN circuits [11]. Rate restricting and Broadcast Pulse 3 
(BCP3) are additionally two procedures applied for the moderation of DDoS assaults [12]. 

3 Literature Review 

3.1 Network Forensics  
Network forensic was an attempt to discover the attacker's data, scan for potential proofs after certain 
attacks or occurrences on a system happened. These attacks, bury Alia, Probing, DoS, User to Root (U2R) 
and Remote to Local/Network scientific was a procedure to capture, note, and examine arrange exercises 
to discover advanced proof of an attack or wrongdoing that was finished by utilizing PC organize so the 
criminal could be arraigned as per relevant law. 

3.2 Denial of Service (DoS) 
A denial of service (DoS) attack is a sort of modernized attack wherein a malevolent on-screen character 
wants to render a PC or other contraption hard to reach to its proposed clients by intruding with the 
gadget's standard working. These attacks reliably work by overpowering or flooding a focused on the 
machine with demands until the ordinary traffic can't be prepared, accomplishing denial-of-service to 
extra clients. This attack is portrayed by utilizing a solitary PC to dispatch the attack. 

A distributed denial of service (DDoS) attack is a sort of DoS attack that begins from many distributed 
sources, for example, a botnet DDoS attack. The fundamental purpose of the union of a DoS attack is to 
oversaturate the limit of consideration on the machine, accomplishing denial-of-service to additional 
solicitations. The various attack vectors of DoS attacks can be amassed by their tantamount 
characteristics. DoS attacks customarily fall in 2 groupings: 
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o Buffer overflow attacks: An attack type in which a memory reinforces overflow can make a machine gobble 
up all open hard circle space, memory, or CPU time. This kind of endeavor often accomplishes drowsy direct, 
structure crashes, or unmistakable unsafe server chips away at, acknowledging denial of service.  

o Flood attacks: By dousing a focused on the server with a glorious extent of bundles, a noxious on-screen 
character can oversaturate server limit, accomplishing denial of service. All together for most DoS flood 
attacks to be convincing, the threatening entertainer must have more open exchange speed than the 
objective.  

Truly, DoS attacks reliably mistreated security vulnerabilities present in the framework, software, and 
apparatus plans. These attacks have gotten less overpowering as DDoS attacks have an inexorably critical 
hazardous limit and are decently simple to make given the open instruments. In actuality, most DoS 
attacks can, in addition, be changed into DDoS attacks. A few runs of the mill fundamental DoS attacks 
include:  

o Smurf attack - a starting late abused DoS attack in which a harmful entertainer uses the given address of 
defenseless frameworks by sending spoofed gatherings, accomplishing the flooding of a focused on the IP 
address.  

o Ping flood - this immediate denial of service attack depends after overpowering an objective with ICMP 
(ping) packs. By lowering an objective with a more conspicuous number of pings than it can react to 
proficiently, denial-of-service can happen. This attack can comparably be utilized as a DDoS attack.  

o Ping of death - often conflated with a ping flood attack, a ping of death attack sent a bowed pack to fixation 
for the machine, accomplishing harmful lead, for example, structure crashes. 

3.3 Distributed Denial of Service (DDoS) Attack 
A distributed denial of service (DDoS) attack is a vindictive endeavor to upset ordinary traffic of a focused 
on the server, service or network by overpowering the objective or its encompassing foundation with a 
flood of Internet traffic. DDoS attacks accomplish viability by using various bargained PC frameworks as 
wellsprings of attack traffic. Abused machines can incorporate PCs and other networked assets, for 
example, IoT devices. From an elevated level, a DDoS attack resembles an automobile overload stopping 
up with roadway, keeping ordinary traffic from landing at its ideal goal. A DDoS attack requires an attacker 
to deal with a network of online machines so as to complete an attack. PCs and different machines, (for 
example, IoT devices) are tainted with malware, transforming everyone into a bot (or zombie). The 
attacker at that point has remote control over the gathering of bots, which is known as a botnet. When a 
botnet has been set up, the attacker can coordinate the machines by sending refreshed guidelines to 
every bot by means of a technique for remote control. At the point when the IP address of a victim is 
focused by the botnet, every bot will react by sending solicitations to the objective, possibly making the 
focused on server or network overflow limit, bringing about a denial-of-service to typical traffic. Since 
every bot is an authentic Internet gadget, isolating the attack traffic from typical traffic can be 
troublesome. 

Distinctive DDoS attack vectors target differing segments of a network association. In order to understand 
how unique DDoS attacks work, it is important to know how a network association is made. A network 
association on the Internet is made out of a wide range of parts or "layers". Like structure a house from 
the beginning, each progression in the model has an alternate reason. The OSI model, demonstrated as 
follows, is a theoretical system used to depict network availability in 7 particular layers. 

http://dx.doi.org/10.14738/tnc.83.8250


Transact ions on  Networks and Communications;  Volume 8,  No.  3,  June  2020 
 

Copyr ight © Socie ty  for  Sc ience  and Educat ion,  Uni ted  Kingdom 11 
 

 

3.4 Internet Control Message Protocol Flood (ICMP) 
The DDoS type of a Ping (ICMP) Flood can be separated into 2 rehashing steps: 

o The attacker sends numerous ICMP reverberation demand parcels to the focused on server utilizing 
different gadgets.  

o The focused on server at that point sends an ICMP reverberation answer bundle to each mentioning 
gadget's IP address as a reaction. 

The harming impact of a Ping Flood is straightforwardly relative to the quantity of solicitations made to 
the focused on server. Not at all like reflection-based DDoS attacks like NTP enhancement and DNS 
intensification, Ping Flood attack traffic is balanced; the measure of bandwidth the focused on gadget gets 
is essentially the total of the complete traffic sent from every bot. ICMP ATTACKS are Ping of Death, Ping 
Floods, and ICMP DoS Attack.  

A ping flood is a denial-of-service attack in which the attacker endeavors to overpower a focused on 
gadget with ICMP reverberation demand packets, making the objective become out of reach to typical 
traffic. At the point when the attack traffic originates from numerous devices, the attack turns into a DDoS 
attack.  

The Internet Control Message Protocol (ICMP), which is used in a Ping Flood attack, is an internet layer 
protocol utilized by network devices to convey. The network demonstrative apparatuses follow course 
and ping both works utilizing ICMP. Generally, ICMP reverberation solicitation and reverberation answer 
messages are accustomed to ping a network gadget to analyze the wellbeing and availability of the gadget 
and the association between the sender and the gadget.  

An ICMP demand requires some server assets to process each ask for and to send a reaction. The 
solicitation likewise requires bandwidth on both the approaching message and active reaction. The Ping 
Flood attack plans to overpower the focused on gadget's capacity to react to the high number of 
solicitations and/or over-burden the network association with false traffic. By having numerous devices 
in a botnet focus on a similar internet property or framework segment with ICMP demands, the attack 
traffic is expanded considerably, possibly bringing about a disturbance of typical network action.  

Truly, attackers would often spoof in a fake IP address so as to cover the sending gadget. With current 
botnet attacks, the malevolent entertainers once in a while observe the need to cover the bot's IP, and 
rather depend on an enormous network of un-spoofed bots to soak an objective's ability. 

3.5 Ping Command 
PING addresses Packet Internet Groper. The bearing is used for testing the association between two 
structure centers by sending groups and nothing in like way. Centers can be in any coalition LAN, MAN, 
WAN. We can ping both with IP address and space name. Relationship of Ping demand is: <Ping space 
name/IP address> Ping works by sending Internet Control Message Protocol to reverberate request pack 
to the server and holds tight for the fitting response. TTL regard addresses a chance to live. The standard 
TTL worth can reduce up to 30. In case the proportion of switches among host and target increases by 30, 
by then its break 

4 Proposed Methodology 
This paper depends on distinguishing the ICMP echo demand by utilizing WireShark that can cause 
flooding attacks and dependent on investigation need to restrain the transfer speed of the ICMP bundle 
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if the transmission capacity of an aggressor is lesser than the objective than no assault happens. In this 
way, we need to restrain the data transmission of the ICMP parcel. 

 

 
Figure 1. ICMP attack 

Stage 1. The assailant discovers some delegate organize that will react to the system's communicated 
address.  

Stage 2. The aggressor sends an extraordinary number of ICMP echo demand packets to the communicate 
address of the above go-between systems.  

Stage 3. Presently all the hosts on that system will react to that ICMP echo demand with a relating ICMP 
answer demand back to the victim. 

5 Experimental Results 
ICMP Floods are DDoS attacks planned for expending figuring power and immersing data transmission. 
ICMP Floods are for the most part spoofed attacks and regularly come at an exceptionally high rate.  

ICMP Floods (they successfully echo demands that may illegally echo reactions), if not dropped by DDoS 
moderation gadgets on the border, may overpower the interior system design; this flood may likewise 
produce active traffic because of answers for the echo demand. For the most part, this flood is utilized as 
an essential yet powerful flood to cut down border gadgets or soak data transfer capacity. We should 
check what occurs in WireShark when we ping to Google or 192.168.1.1. 

 

Figure 2. Filter ‘icmp’ only in ICMP packets 

Figure 2 shows Filter 'ICMP' just in ICMP bundles. This is the ICMP solicitation and answer bundles for 
Google ping. We need to put filter 'ICMP' as we are intrigued distinctly with regards to ICMP bundles. 
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 Figure 3. Number of ICMP request 

The number of ICMP ping demands appeared in figure 3. From capture, we can see there are four ICMP demand 
packets. 

 
Figure 4. Number of ICMP reply 

Figure 4 shows the quantity of ICMP answer. From capture we can see there are four ICMP answer 
packets. 

 

Figure 5. The same packet selects ICMP part in WireShark 

The same packet selects the ICMP part in WireShark above figure 5. As this is an ICMP demand bundle so 
we can see source IP as my framework IP address and goal IP as Google's one IP address. Likewise, the IP 
layer referenced the convention as ICMP. 
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Figure 6. The same packet selects ICMP part in WireShark 

In figure 6 shows a similar bundle select ICMP part in WireShark. As this is an ICMP answer bundle so we 
can see source IP as my framework IP address and goal IP as Google's one IP address. Additionally, the IP 
layer referenced the convention as ICMP. 

 

Figure 7. ICMP request and ICMP reply side by side in a picture 

Figure 7 shows the ICMP request and ICMP reply side by side in a picture. Red methods it's extraordinary 
and green methods it's the equivalent. 

6 Conclusion 
ICMP (Internet Control Message Protocol) is a goof revealing protocol sort out contraptions like changes 
use to convey mess up messages to the wellspring of IP address when framework issues ruin transport of 
IP packs. ICMP makes and sends messages to the wellspring of IP address showing that a way to the 
Internet that a switch, organization, or host can't be followed bunch transport. Any IP arrange device can 
send, get, or process ICMP messages. All things considered, these days the assailant utilizes the ICMP 
bundle for assault purposes. The assailant sends a ping deal to the terrible setback machine to check 
whether the harmed singular machine is alive or not. The aggressor totals a huge amount of data from 
the ping course for example Victim machine IP address, O.S, Default bunch size. The aggressor utilizes 
these parameters for DDoS attacks. An attacker sends the strange social occasion of ICMP packages to the 
grievous setback machine to stifle it. 
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