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ABSTRACT

In order to adapt to the demands of the modern hypercompetitive environment
many organizations integrate their information sources and form alliances.
Cooperative Information System (CIS) provides a flexible form of integration that
requires, due to absence of the common integrated schema, heightened attention to
the data quality management. Commonly, the associated with the CIS’ data metadata
assumed to be static and of a high quality. However, in a modern fast changing
competitive environment this assumption must be relaxed, and the issue of
metadata quality management should be addressed explicitly. While research
concerning data quality in CIS environment is abundant, no work, to our knowledge,
has addressed the issues of how changes to metadata could be detected and
propagated within the CIS environment. In this paper we attempt to address this
research problem by proposing, first, a metadata update management methodology
and, second, a conceptual design of the technical solution allowing for the detection
and propagation of metadata updates within CIS environment.

Keywords: Computer Information Systems, Metadata, Information Integration, Complex
Dynamic Systems

INTRODUCTION

In order to adapt to the demands of the modern hypercompetitive environment many
organizations integrate their information sources and form alliances. Information integration,
according to [5], has the goal of providing an integrated and coherent view of data stored in
multiple, possibly inhomogeneous information sources. One of the forms of the integration is
that of Cooperative Information System (CIS), which is a large scale information system that
interconnects various systems of different and autonomous organizations, geographically
distributed and sharing common objectives [1].

The integration system of CIS is of a “loose” type, under which the source schemas of each
member of CIS are visible to its peers and no unified common schema is constructed.
Consequently, the loose integration, which is often called read-only integration, does not allow
for any interference of the integration system with the local data sources. This absence of
common schema makes the CIS environment flexible, but, clearly, difficult to integrate. It was
suggested by [7, 8, 9, and 10] that the issues associated with information integration represent
one of the core problems in CIS.

It has been argued in [26] that the typical problems that occur at integration level are the ones
that are related to the data quality. The obvious results of this problem include the deterioration
of the data quality within CIS environment and resultant lack of cooperation between the
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organizations-members of CIS. The damage is furthered if such applications as data warehouses
or decision support systems are built on top of the integrated environment. The effect of the
poor reliability of the integrated data on such applications has been reported in [19, 20, and
21].

Most of the research in the area of heterogeneous database integration has been directed at the
resolution of structural and semantic conflicts [28, 29, 30, 31], as well as associated with these
conflicts issues of integrity constraints in data integration [32, 33, 34]. In general, this area of
research is concerned with the question of how to create an integrated environment.

Another stream of research has been focused on the issues of data quality within the integrated
environment. The common research question within this area is how to maintain and manage
quality of the data once it was integrated. The metadata that is associated with the data usually
assumed to be static and of a high quality (for example, see [24]). However, the dynamic nature
of the modern business environment brought about such accelerated rate of changes, that the
frequent updates of not only data, but changes in metadata as well are required now for the
sound decision support [23]. We would like to propose, therefore, that within the fast changing
modern environment neither the static nature of the metadata nor its quality cannot be
assumed or taken for granted any longer; as a result, the above mentioned assumption must be
relaxed, and the issue of metadata quality management should be addressed explicitly.

While research concerning data quality in CIS environment is abundant, no work, to our
knowledge, has addressed the issues of how changes to metadata could be detected and
propagated within the integrated environment. However, we would like to argue that the state
of data quality in CIS environment is in part dependent on whether or not members of CIS have
the current information regarding the metadata of the inquired into data sources. Moreover,
some data may be stored redundantly by different members of CIS. In this case the quality of
the data within CIS would directly depend not only on controlling the redundancy of the data
values, but on controlling the redundancy of the metadata as well. Therefore, if the local
metadata updates have taken place within CIS environment, the relevant changes must be
communicated to those members and applications of the CIS, which store these data
redundantly or use the data supported by the changed metadata.

Consequently, we would like to argue that the process of metadata quality management in CIS
environment must include, as its integral part, a process for managing of the metadata updates.
Keeping in mind the loosely integrated nature of CIS environment, we propose that such
process would consist, conceptually, of two components, local and global. The first, local,
component would address the issue of managing of the updates at the local sources, while the
second, global, component would be dealing with the detection and propagation of the updates
within CIS environment. We would argue, based on this perspective, that while metadata
update management methodology could potentially cover both local and global components,
the technical solution must be limited to the latter. In other words, it would be only concerned
with the detection and propagation of the metadata updates. The scope of functionality of the
technical solution is based on the assumption that while the metadata changes could be
detected and propagated across CIS environment, the actual corresponding changes at any local
source might be only suggested and never forced upon.
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However, to our knowledge, there exists neither a technical solution nor a methodology that
would allow addressing the issue of managing of metadata updates. Therefore, we would like
to formally define our research problem as follows:

In order to manage, in a consistent manner, the metadata updates within CIS
environment, there must exist, first, a methodology according to which the updates
are managed and, second, a technical solution that allows for addressing the issues
of the detection and propagation of the metadata updates within CIS environment.

In this paper we attempt to address this research problem by proposing, first, a metadata
update management methodology and, second, a conceptual design of the technical solution.
Clearly, because we consider that the actual implementation and testing of the proposed
solution is beyond the scope of this paper, our work only partially addresses the stated above
research problem.

The organization of the paper as follows: first, we would like to justify our research question by
calling attention to the types of problems that could be caused by the undetected changes in
metadata within CIS. Second, we describe a framework according to which propagation of
metadata could be managed within CIS environment. Finally, we are going to propose a solution
allowing for the implementation of metadata propagation within CIS.

JUSTIFICATION OF THE RESEARCH PROBLEM

While there are multiple definitions of metadata available, the common message that ‘metadata
is the data about a data’ underlies all of them. Metadata refers to data about the meaning,
content, organization, or purpose of data [35]. It can be as simple as a relational schema
representing few tables or as complicated as information describing the resources, standards,
element sets and domain specific structure of information defined in namespace schema.
Functionally, metadata should be rich enough to provide data descriptions that are
semantically meaningful to the applications using the data. Metadata should also be
comprehensive enough to identify and reconcile heterogeneities between data provider and
data receiver.

There is no common taxonomy for metadata, as a result, various researchers have classified
metadata differently [36]. They include Content Independent Metadata (e.g. location,
modification-date of a document, type-of-sensor used in a photograph), Content Dependent
Metadata (e.g. size of a file, number of rows in a spreadsheet), Content Descriptive Metadata
(e.g. markup tags describing the contents of an xml file), Domain Independent Metadata (e.g.
java/C++ algorithms, html/xml type definitions) and Domain Specific Metadata (e.g. database
schema type used in a database).

However, despite the differences in classification, metadata can be viewed as conceptual
description that abstracts out the underlying representational details and capture the
information content. Once the relevant high-level contextual descriptions have been abstracted,
retrieving the relevant data and display it to the user is a reverse process that is effected simply
by identifying and matching data to the lookup criteria defined by the end user.

In most cases, (whether dealing with relational, object or object-relational databases),
relationships that exists between database objects cannot be stored in the database, but are
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mapped as extra information that is stored in the metadata. As contextual mapping of the
database object descriptions and relationships can become extensive and complex, even under
highly constrained domain specifications, it has to be assumed that each organization (and its
database) has available to it, an ontology that corresponds to its specific domain.

Since organizations that participate in a CIS are brought together by common goals or interests,
the domain constraints within a CIS can be considered as equals or subsets of an overall global
ontology applicable to that environment. The availability of this commonality of an extensive
global schema can be used as the basis to determine an effective way in which metadata changes
at local sources can be identified and propagated within the boundaries of the global schema
that is common to the CIS.

For the purposes of this paper we are going to use the following definition:

Metadata is an explicitly declared within database schema set of constraints
according to which data values are obtained, stored, accessed, and displayed.

In this section of the paper we would like to argue that the lack of attention to the metadata
quality could potentially result in the following implications:
1. difficulty in cooperation between the organizations-members of CIS (due to
inconsistency of the available metadata)
2. proliferation of the different ‘versions’ of the metadata supporting the same type
of the data as well as the same data values
3. deterioration of the data and metadata quality within a single organization, as
well as within CIS environment in general
4. applications that are built on top of the integrated environment might experience
problems that are caused by the quality of the integrated data and metadata

Since metadata can be classified in different ways depending on what information and
representational content is captured, in this paper we seek to identify a generalized approach
for identifying metadata changes that could be applicable to all forms of metadata
representations. In this regard, we use the well recognized TDQM_CIS methodological cycle as
the basis for our conceptual framework.

The scope of this research paper does not allow us to present all possible scenarios depicting
metadata changes. However, in order to provide a clear and concise explanation of the
conceptual model presented in the paper, we attempt to use examples that might seem overly
simple. We would argue, however, that the offered examples are representative of the most
common occurrences of metadata changes, which quite often require intervention of a DBA.
However, due to the nature of the framework, the same concepts can be applied to address
other instances related to metadata changes.

As afirstillustrative example, consider the case where one of the organizations members of CIS
has changed the metadata related to Customer, i.e., change the length of email address from 50
to 75 characters. The company might have decided to extend the field size to accommodate
longer email addresses based on its experience with the inability to handle email addresses
longer than 50 characters. Possibly other members in the CIS may not have come across a
similar situation to warrant changes to their schema. Other CIS participants can avoid the
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potential metadata quality problem associated with longer customer emails by taking
preemptive steps by correcting their existing schema definitions based on the information that
was made available. Benefits from sharing such ‘best practices’ within the integrated
environment thus ensure that the members are made aware of a data quality problem even
before it strikes their location.

However, the schema changes could be made within a single organization without being
detected and incorporated within CIS. The result of such turn of events shall be proliferation of
the multiple versions of the same data existing in CIS, which, while having the same values, are
structured differently (i.e., having different schema definitions). Clearly, this is detrimental to
the consistency of information and quality of metadata. Moreover, the organizations that have
not incorporated the changes, in the extreme cases, might not be able to access or display the
data because of the changed field length.

As a second example let us consider a situation where an organization changes the length of
workphone attribute for a Customer from varchar(10) to varchar(11). This is a practical
problem currently facing institutions moving to cheaper voice-over-ip (VOIP) telephone
numbers (calls to VOIP telephones mandate the inclusion of 1 followed by the area-code even
within local dialing zones). If there are exist other organizations sharing the workphone
attribute of a Customer class, their failure to administer corresponding changes to their schema
definitions will result in inconsistency and potentially, in creation of duplicate records.

So is the case where a metadata change is made so that NULLs are no longer (NOT NULL)
allowed for a particular field. Failure to implement corresponding changes to other
organizations that are using the same data can cause inconsistent data and affect the overall
quality of information commonly shared between the members.

THE PROPOSED FRAMEWORK FOR METADATA UPDATES PROPAGATION

The purpose of this part of the paper is to demonstrate, at the conceptual level, how the
propagation of metadata updates could be handled in CIS environment. One of the possible
approaches is the TDQM_CIS methodological cycle (shown below), which has been used in [24]
as a framework for managing data quality. Although acknowledging the differences between
data and metadata, we argue that the same framework could be used to manage quality of
metadata, because, after all, metadata is the data about data, and the difference between the
two exists only at the semantic level. We do not claim that the adapted methodological
framework could provide a comprehensive solution to the issues of the metadata quality;
however, we do propose that the framework allowing for managing data quality could be
extended to manage the quality of metadata as well.
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Figure 1. The phases of TDQM_CIS cycle (from [24])

At this point we would like to briefly outline, for illustrative purposes, how the five phases of
TDQM_CIS could be utilized within CIS to manage propagation of metadata updates. The path
through the TDQM_CIS cycle starts with DBA of local data source having modified the metadata.
At the Definition phase the decision is made regarding what part of changes to metadata must
be made ‘visible’ within CIS environment, i.e., what part of the changes must be kept “private”
and which part is “public”. For example, the management might decide to list all products
offered by the company, their detailed descriptions and sale price, but may not want to reveal
the manufacturing costs and expenses. The DBA can use metadata tags to defines sections of
the metadata that are available to the public domain and those that cannot be exposed.
Accessible parts of the metadata can be easily made visible to other members of the CIS using
web service query and description languages.

At the Measurement phase the DBA evaluates the updates in the metadata against the CIS’
criteria for metadata quality. The following aspects of the data quality, consistent with those
identified in [27], could be used to evaluate the quality of metadata as well:

1. Accuracy: a measure of how accurately metadata describes data. For example,
varchar(20) would be considered inaccurate depiction of the attribute Phone_Number,
while integer or number would be considered accurate.

2. Completeness: a degree to which specific values are included in the description of the
data. As an example, domain for the attribute Student consisting of five values would be
considered more complete than the domain of three values.

3. Representation Consistency: a degree to which data values of the same type are
described in the same manner. For example, if the data source describes the SS# and
StudentID# , both being numeric values, as varchar(20) and integer, respectively, such
data source is representation inconsistent.

4. Interpretability: it is related to the format in which data are specified and to the clarity
of data definitions [25]
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5. Relevance: it is a measure of the appropriateness of propagating the metadata update
across CIS environment. For example, the metadata update could be eligible, yet not
appropriate for propagation across CIS. It might happen in the case of the data being
“public” but highly specific to a particular organization.

We do not claim that the presented above list of data quality aspects is exhaustive or sufficient.
It is presented here for illustrative purposes only and in reality the dimensions of metadata
quality would be determined by the needs and interests of a particular CIS. The purposes of
Measurement phase is to determine whether the metadata updates fall under any of the
predefined by CIS data quality dimensions. In the case if the changes to the local metadata are
potentially relevant to the overall quality of metadata in CIS, Exchange phase takes place. But
before we proceed further, we would like to point out that it is the Measurement phase that
“determines” the scope of the metadata we are dealing with in this paper. Meaning, in this paper
we are dealing with the subset of the local metadata that could be considered eligible for
propagation within CIS by the DBA of the local data source.

The Exchange phase is the most difficult to implement. It is at this stage the propagation of the
updates takes place, therefore, the target members of CIS must be identified by the local data
source, updates must be send by the source and received by the target. The next part of the
paper is dedicated to the implementation of the Exchange phase and shall cover the metadata
propagation specifics in details.

During the Analysis phase the target organization receives the metadata updates. It is at this
stage the decision is made whether or not the propagated updates should be incorporated
within the metadata of the local source. Again, the decision could be made based on the
comparison of the metadata quality values of the received update against the local quality
values. This decision most likely would be made by the DBA of the recipient of the updates.

Finally, during the Improvement phase the actual changes to the local metadata are made by the
DBA. The adapted framework, in the form of Total Metadata Quality Management in CIS
(TMDQML_CIS) is depicted below in figure 2.
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Figure 2. The phases of TMDQM_CIS cycle for metadata updates

The presented above methodology presents a solution to the first part of the research problem
as it was defined in the Introduction section, namely, that:

“in order to manage, in consistent manner, the metadata updates within CIS
environment, there must exist... a methodology according to which the updates are
managed.”

SOLUTION ALLOWING FOR THE IMPLEMENTATION OF METADATA UPDATE
PROPAGATION
Within the scope of this paper we would like to define the metadata update propagation as a
process of making a new metadata version visible and explicitly communicated to the relevant
targets within CIS environment. We identify three criteria according to which a solution to this
problem could be evaluated.

The first criterion is that of the flexibility of CIS environment. The solution provided must not
result in the decreased autonomy of the local sources and should not create any global
supervising and controlling entity, i.e., global integration layer of some sort.

The second criterion is that of maximum autonomy and independence. This means that the
provided solution must be as independent of human (read, DBA) input as possible, yet requiring
a DBA supervision to ensure relevance and update consistency. This precludes the solution
from becoming an extra burden in the process of the database management; it is also lessening
the chance of the solution becoming affected by a human error.

Finally, the third criterion is that of expediency. It implies that the solution must be able to
provide updates to the relevant targets as soon as possible after metadata update have taken
place at the source. This shall contribute to the creation of the proactive, rather reactive
metadata update management environment.
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Keeping the three criteria in mind, we offer a solution in the form of the Metadata Update
Management Module (MUMM), which resides at the local data source and loosely coupled with
it. Conceptual representation of the proposed solution, demonstrating the interrelationships
between CIS environment, MUMM, and the local data source depicted in Figure 3.
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Figure 3. Conceptual Representation of the Proposed Solution

MUMM consists of the four components - Access Tracker, Metadata Matcher, Notifier, and
Sender. We offer a brief overview of the components next.

Metadata Update Management Module: Overview of the Components

Access Tracker

The purpose of this component is to track the inquiries of the members of CIS into the local data
source. It shall allow creating an ‘address book’ containing, for example, authentication
identities, IP addresses and communication protocol details of the members of CIS that are
interested in the data contained in the local data source. Once the address book is created,
Access Tracker should also be able to maintain following information for each local source: total
number of accesses, frequency of accesses (per time lag At, see below), as well as the date of the
last access. The purpose of the total number of accesses is to determine the members of CIS that
accessed the local data source the most. The frequency of accesses would suggest the list of
members of CIS that are interested in or dependent on the data of the local data source the most.
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Finally, the information about the date of last access could provide some hints on whether a
particular organization is still an active member of CIS. This information could be used to create
a ‘hierarchy of priority’, according to which (especially in the case of heavy network traffic)
metadata updates could be propagated across the CIS environment. For example, ‘high priority’
CIS members would get the updates earlier than ‘low priority’ members.

Metadata Matcher

The purpose of metadata matcher is to actually identify the presence of the metadata updates
at the local source. This is done by means of ‘schema matching’, which is a process of comparing
the most current (today’s) version of the metadata to the previous version (yesterday’s). The
time lag At , duration of which should be agreed upon by all members of CIS, represents the
frequency of the checking for updates and is, in essence, a distance in time between two
metadata versions (the current version and the previous one) that are matched to each other
by this component. One of the possible ways of identifying the updates is through the
conversion of the local schema into the Object-Oriented format and performing the ‘intersect-
like’ operation on the two sets that represent two schemas. If the result of the intersection is
not an empty set, it indicates that the metadata updates have taken place. In the case of
Relational databases metadata updates could potentially be detected directly through the use
of triggers. If changes in the metadata have been identified by metadata matcher, these changes
then send to Notifier component.

Notifier

The purpose of this component is to hold in memory the identified updates. Notifier consists of
two subcomponents, Target Notification and Source Notification. Target notification
subcomponent holds the metadata updates received from other members of CIS. Once the input
is detected, the message is send to DBA of the local data source (we assume that this component
is coupled with organizational e-mail or some other communication medium), who then
decides if the received updates are appropriate to his organizations. Source notification
subcomponent holds the metadata updates that were identified at the local source (with which
MUMM is coupled). Once this subcomponent has identified an input from Notifier, it then
contacts the Sender. Overall, the implementation of this component could probably be similar
to the implementation of simple messaging service.

Sender

The purpose of the Sender is to send the updates that are held in Notifier to the sources, the
addresses and identities of which provided by Access Tracker. This component could be
implemented as a trigger-based AutoFill-populated template with two required fields/areas,
‘address’ and ‘message’. The address information is supplied by Access Tracker, while the
message information by Source notification. If Source notification subcomponent’ memory
contains no information regarding the metadata updates, the required field ‘message’ would
remain empty and the message would not be send. But once Source notification receives input,
the required ‘message’ area would be populated and the message would be send automatically.

The Figure 4 (see below), provides an illustration how the propagation of the metadata updates,
mediated by two MUMMs, takes place across the CIS environment.
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Figure 4. Interaction between two MUMMs across CIS environment

In the Introduction to this paper we have proposed that the functionality of the technical
solution should include metadata updates detection and propagation. We would like to argue
that the proposed above solution allows for both, metadata updates detection as well as
metadata updates propagation. In particular, Metadata Matcher component is responsible for
the detection of the changes at the local source, while Target Notifier component is responsible
for the detection of the metadata updates that took place elsewhere. As for the metadata
updates propagation, this functionality is implemented by using Access Tracker, Source
Notifier, and Sender components. The conceptual design thus also presents a solution to the
second part of the research problem as it was defined in the Introduction, namely, that there
must exist a “technical solution that allows for addressing the issues of the detection and
propagation of the metadata updates within CIS environment.”

CONCLUSION
The paper provides a conceptual approach on how metadata updates can be propagated to
participating members of a CIS. The paper justifies the need for a system that allows easy
dispensation of metadata changes to ensure higher quality of shared metadata on which
distributed applications (for example, B2B based information exchange programs) or members
rely on.
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One of the strengths of the conceptual model presented is that the solution approach is based
on existing TDQM_CIS model. TDQM is a familiar topic in the data quality realm of research and
extended to CIS. Implementation and acceptance of the proposed model in this paper will hence
be an easier task to accomplish. Another advantage is that the MUMM architecture can be
modeled and developed using any programming language while maintaining independence
from the underlying data source. Although there is reliance on DBA involvement to scrutinize
the notification of change, this step only helps to ensure that relevant metadata changes are
applied based on business requirements of the organization receiving the notification.

The paper only presents a conceptual model of the solution approach. A full implementation
and testing will be required to identify and address issues that could arise in a real CIS arena.
As mentioned in the ‘justification of research problem’ section, metadata helps to provide
context descriptions and are classified along different lines based on difference in the context
and domain where they are used. The conceptual model proposed in the paper will have a
stronger foothold if additional working examples can be tested and analyzed to evaluate how
the framework operates across scenarios from each individual classification described
previously. Future research will focus on addressing this area and will help to provide an all-
embracing solution to the problem definition. In addition, the proposed model is only semi-
automated and the dependence on the DBA for change approval could affect the time lag At
used by the metadata matcher, especially if change verification has to approved by the upper
management. Overall, the paper makes a strong argument on how the solution presented in the
paper can address the metadata update issues relevant in highly dynamic CIS environments
that is prevalent in the current mode of conducting global business.
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